NONOXEHWE OB OBECMEYEHUU BE3ONACHOCTU MEPCOHANbHBIX AAHHbIX MPU
UX OBPABOTKE B UHOOPMALIMOHHbIX CUCTEMAX NEPCOHA/IbHbIX OAHHbIX
OBPA3O0OBATE/IbHOIO YYPEXOEHUA

1. Hacroswee [lonoxeHue ycraHasnauMsaeT TpeBoBaHWA K  obecneyeHuo
besonacHocT nepcoHanbHbIX AaHHBIX Npu ux 06paboTKE B MHGOPMALMOHHBIX
CMCTEMAX  MEepPCOHanbHbIX  AaHHbIX B 0Opa3oBaTe/bHOM  yuypexaeHuu.

Hactosuwee [onoxenne paspabotaHO B COOTBETCTBUM  C TpebosaHUAMMK
defepanbHoro 3akoHa "O nNepcoHanbHbIX AaHHbIX" 1 MonokeHna 06 obecreyeHunn
besonacHocTM nepcoHanbHbIX AaHHBIX MU X 06pPaboTKE B MHBOPMALMOHHBIX
CUCTEMAX NEePCOHANbHBIX AAHHBIX, YTBEPXAEHHOro NoCTaHoBieHMem MpaBuTenbCTBa
PO oT 17 HOABpPA 2007 r. Ne781.

2. OCHOBHbIe TEPMHUHBI, ncnonb3syemsble B HacToALlem lNonoxeHuu:

1) nepcoHanbHble faHHble — Nobas MHGOPMALIMA, OTHOCALLAACA K onpegeneHHomy
wau  onpeaensemMomy Ha OCHOBaHWM TaKoW WHbopMaumMu dusmnyeckomy ULy
(cybbekTy nepcoHanbHbIX JaHHbIX), B TOM Yucie ero GbaMuaus, UMA, OTYECTBO, rog,
MecAl, faTa U MecTO POXAEHUA, agpec, CeMeiHoe, COUMaNbHOE, UMYLLLECTBEHHOE
nonoxeHwe, obpasosaHue, npodeccus,  JoXoApl, Apyraa  MHPOPMALMS;

2) obpaboTka nepcoHasbHbIX AaHHbIX — AelcTBuA (onepaumu) ¢ nepcoHanbHbIMMK
AaHHbIMK, BKAtOYana cbop, cuCTemaTU3auMIo, HAKOM/IEeHWE, XPaHeHWe, YTOUYHEeHue
(obHoBNEHME, M3MEHeHMe), UCMoNb30BaHME, pacnpocTpaHeHue (B TOM uyucne
nepesauvy), obesnnumsanue, 61O0KMPOBaHUE, YHUUTOKEHUE NEPCOHANbHBIX AaHHBIX;

3) pacnpocTpaHeHMe MEepPCOHasbHbIX AaHHbIX — [AEWCTBUA, HanpasieHHble Ha
nepefayy nepcoHasbHbIX [AaHHbIX OMpeseneHHOMYy Kpyry auuy, (nepepaya
NepCcoOHaNbHbIX A3HHbIX) WAW Ha O3HAKOM/IEHUME C MNEepPCOHaNbHbIMU AaHHbIMUI
HeOorpaHMYeHHOro Kpyra sinu, B TOM Yncine obHapoaoBaHUE NepcoHaibHbIX AaHHbIX B
CpeacTsax — MaccoBon  MHpopmauuu,  pasmeulieHne B UHOOPMALUOHHO-
TENNIEKOMMYHUKALMOHHBIX CETAX WAW NpefocTaBieHWMe AOCTyna K MepcoHasbHbIM



OaHHbIM Kaknm-nmbo MHbIM cnocobom;

4) ucnonb3oBaHMe NepPCoHaNbHBIX AaHHbBIX — AecTBMA (onepaumm) c nepcoHaNbHbIMM
AaHHbIMK, COBeplIaemble B LeNIAX MPUHATUA PELIEHW T WU COBEPLIEHMA WHbIX
AEWCTBUIA, MOPOXKAALWMNX OPULUYECKMEe nocneacTBnA B OTHOWEHMM cybbeKTa
MEPCOHANbHBIX AAHHBIX UKW APYIX UL, IGO0 UHBIM 06pasom 3aTparmsarowmx npasa
M cBoboabl  cyObekTa  MepcoHasbHbIX  AaHHbIX WK APYrux — nuu;

5) 6nokMpoBaHMe nepcoHanbHbLIX AaHHbIX — BpemeHHoe npekpaweHue cbopa,
CACTEMATU3ALWN, HAKOMNEHWA, MCNONb30BaHMA, PacnpocTpaHeHus NepPCoHasibHbIX
[aHHbIX, B TOM yucne nx nepegauu;

6) YHWUTOMEHME nepcoHabHbLIX AaHHBIX - AEWCTBMA, B pesynbTaTe KOTOPbIX
HEBOSMOXHO  BOCCTaHOBUTb  coAepsKaHWe  MepCoHaNbHbIX AaHHbLIX B
NHPOPMALMOHHOM cUCTEeMe MepcoHanbHbIX A@HHbIX MAN B pesy/nbTaTe KOTOPbIX
YHUUTONXKAKOTCA—~  MaTepuasibHble HoCUTeN nepcoHanbHbIX AaHHbIX;

7) MHbOPMaLMOHHaR cucTemMa NepPCoHanbHbIX AaHHbIX — UHPOPMaLMOHHAA cucTema,
NpeacTasiaowan cobor COBOKYNHOCTb MePCOHaNbHbIX AaHHbIX, coaepalinxca B
base paHHbIX, a TakwKe MHOOPMALMOHHbLIX TEXHONOMMH W TEXHUYECKUX CPeacTs,
MO3BONAOWMX  OCYLLECTBAATL  00PabOTKY TakUX NepCcoHanbHbIX OaHHBIX €
MCMONb30BaHWEM CPeACTB aBTOMATU3aUMKM UM 63 UCMO/b30BAHUA TaKMX cpeacTs
(aanee - MHPOPMaLMOHHaA cucTema)

8) TexHUYecKkue cpeacTsa, nosBosAoWmMe ocyLecTBNATb 06paboTKy nepcoHaibHbIX
AAHHBIX — CPEACTBA BbIYUCNUTENbHOMN TEXHUKM, MHOOPMALMOHHO-BbIYUCUTE bHbIE
KOMN/EeKCbl M CeTu, cpeacTBa M CUCTeMbl nepeaayu, npuema u 06paboTku
NePCOHanbHbIX JAaHHbIX (cpeacTBa M CUCTEMBI 3BYKO3anucK, 3BYKOYCU/IeHUA,
3BYKOBOCNPOU3BEAEHUA, NeperoBOpHble U TeNEeBM3MOHHbLIE YCTPOWCTBa, cpeacTsa
W3TOTOB/IEHNA, TUPAXWPOBAHWUA [AOKYMEHTOB W APYrue TexHWYecKkue cpeacrtea
0bpaboTku peuesor, rpaduueckoii, BMAEO- 1 ByKBEHHO-UMPPOBON MHPOPMaLMK),
nporpammHbie cpeacTsa (OnepauMoHHbIE CUCTEMBI, CUCTEMBI yrnpasnexHma 6asamwu
A@HHbIX 1 T.1M.), CPeACTBA 3aLUTbl HPOPMALMMK, npUMeHaemble B MUHPOPMaLMOHHbIX
cucTemasx.

3. besonacHocTb MepcoHanbHbIX  AaHHbIX A0CTUraeTca nyTem UCKAKYEHMUA
HECAHKUMOHWPOBAHHOrO, B TOM uMcae CAyyalHoro, goctyna K NepCoHaNbHbIM
AAHHBIM,  PE3Y/IbTaTOM  KOTOPOr0 MOXET CTaTb YHUUTOMEHME, U3IMEHeHMe,
610KMpoOBaHMeE, KOoNUpoBaHMe, PacnNpocTpaHeHMe NepcoHaNbHbIX AAHHBIX, a TaKkKe
NHbIX HECaHKLMOHUPOBAHHbIX OEeNCTBUNA,



Be30nacHOCTb NEePCOHasbHbIX AaHHbIX npu ux obpaboTke B WMHPOPMAUMOHHBIX
cuctemax obecneymBaeTca C NOMOLLBI CUCTEMDI 3auJ,MTb| MepcoHasbHbIX [AaHHbIX,
BK/IOYAIOLLEN OPraHU3aLMOHHbIE Mepbl U CPeacTBa 3alWuTbl MHGOPMALUK (8 TOom
uncne wudposasbHble (KpunTorpapuueckme) cpeacTsa, cpeacTsa NpeaoTspalleHna
HECAHKLMOHNPOBAHHOrO A0CTYNa, YTeYKM MHGOPMALMU NO TEXHUHECKUM KaHanam,
NPOrpamMmMHO-TEXHUYECKUX BO3AENCTBMIA HA TexHU4Yeckue Cpeactea 06paboTku
nepcoHanbHbIX AaHHbIX), @ TaKKe MCnosib3yemble B UHPOPMALMOHHOW cUCTEME
MHOOPMALMOHHbIE TEXHONOTMU. TexHUYeckne U NporpammHbie CpeacTsa AO/IKHbI
y,ﬂ,OBﬂE'i’BOpFITb yCTaHaB/IMBAaEMbIM B COOTBETCTBMM C  33KOHOAATE/NIbCTBOM
Poccuiickoin Pepepaumu TpeboBaHMAM, obecneymsarolMm 3aLnTy MHbOpMaUMK.

Nna obecrneyeHna 6e30MacHOCTM MEPCOHA/IbHLIX AAHHbIX NpU KX obpaboTke B
MHPOPMALMOHHbBIX CUCTEMAX OCYLLEeCTBAAETCA 3aliuTa peyeson mHPoOpMaLuM U
nHdopmauuu, obpabatbiBaeMoin TEXHUYECKUMU CPeACTBaMU, a TaKkKe nHdopmaumm,
npeacTasNeHHoOW B BuAE WHPOPMATUBHBIX /1EKTPUYECKUX CUTHANOB, bur3nYecKmx
nonei, Hocutenei Ha GyMax<HOM, MarHUTHOMN, MarHMTHO-ONTUYECKOW U MHOWM OCHOBE.

4. PaBoTbl N0 obecneyeHnto 6e3onacHoCT NepcoHabHbIX AaHHbIX NpKU nx obpaboTke
B UHOOPMALMOHHBIX CUCTEMAX ABAIOTCA HEOTHEM/IEMOA HaCTbIO paboT No co3aaHuto
MHOOPMALMOHHbBIX cucTem.

5. UHPOPMALMOHHbIE CUCTEMbI KnaccuduuMpyloTca B 3aBUCHMOCTU OT obbema
06pabaTbiBaeMbIX MMM NEPCOHANbHLIX AAHHbIX U Yrpo3 6e30nacHOCTH MU3HEHHO
BAYKHbIM MHTEpecam JIMYHOCTH, obuiecTsa 7 rocy/Zapcrea.

NopAsfoK nposeaeHUs Kaaccudukauum MHGOPMALMOHHbLIX CUCTEM YCTaHABIMBALTCA
coBmecTHO PenepanbHOM CNYKO0M NO TEXHUYECKOMY M 3KCMOPTHOMY KOHTPO/IIO,
depepanbHol cnyxboin 6esonacHoCTU Poccuiickon ®epgepaummn 1 MUHUCTEPCTBOM
MHPOPMALMOHHbBIX TEXHONOMMA U CBA3U Poccuitickonn  ®depepaumn  (Mpukas
depepanbHoM  CAyKObl MO TEXHUYECKOMY W 3KCMOPTHOMY  KOHTPOJIO No55,
depnepanbHoOM cnyxbbl 6e3onacHocTy Poccuiickomn ®eaepaunn Ne86 n MuHuctepcTsa
MHPOPMALMOHHbBIX TEXHONIOTUI U CBA3U Poccwﬁcuoﬁ depepaumm No20 ot 13.02.2008
r. "O6 yTBepxAeHWn nopanka nposeneHuA Knaccudumkaumm MHGOPMAUNOHHbBIX
cucTem NepCcoHabHbIX AaHHbIX").

6. O6MeH MepcoHaNbHbIMU AaHHbIMKU npu ux obpaboTke B MHGOPMALMOHHbIX
cUCTEMax OCYLLECTBAAETCA MO KaHalam CBA3M, 3aliMTa KOTOPLIX obecneunsaerca
nyTem peanusaumMu COOTBETCTBYIOWMX OPraHM3aunoHHbIX Mep W (nnun) nytem
npUMeHeHnA TEXHUYECKMX cpeacrs.

7. PasmelueHue MHGOPMALMOHHbBIX CUCTEM, CrieluanbHoe obopyaosaHue U OXpaHa



NoOMeLeHUN, B KOTOPbIX Be,ﬂ,e‘TCﬂ paboTa c nepcoHanbHbIMU AaHHLIMU, OpraHU3auma
pexunma obecneyeHns H6e30NacHOCTM B 3TUX NMOMELLEHMAX AOMXKHbLI obecrieumsaTb
COXPaHHOCTb HOCUTENIEM NepCcOHabHbIX AaHHbIX U CPeACTB 3aLmTbl MHPOpMaLMK, a
TaK¥Xe WCK/YaTb BO3MOMHOCTb HEKOHTPO/IMPYEMOro MPOHUKHOBEHMA WM
npebbiBaHuUs B 3TUX nomMeL,eHUAX NOCTOPOHHMX .

8. ObpasoBatenbHoe yupexpaeHuwe obsazaHo obecneuyvBatb 6€30MacHOCTb
NepcoHasibHbIX AaHHbIX MNpu ux 06paboTke B MHOOPMALMOHHOW cuUcTeme.

9. Mpu 0bpaboTke NepcoHanbHLIX AAHHLIX B UHPOPMALMOHHON CUCTEME AOIKHO
ObITb obecneyeHo:

a)  nposefeHWe  MepOMNpUATUM,  HanpaBNEHHbIX Ha  npesoTBpaLieHue
HECaHKLMOHMPOBAHHOrO AOCTYNa K NepcoHaNbHbIM AaHHbIM W (MAK) nepesayumn umx
Avuam,  He . MMelowMmM  npasa  gocTyna K Takon  uHbopmauuu;

6) cBoeBpemeHHOe oOHapyKeHWe GaKTOB HecaHKUMOHWPOBAHHOMO AOCTyna K
NepcoHanbHbIM LaHHbIM;

B) HeaonyuieHWMe BO3AEWMCTBUA HAa TEXHMYECKMe CpeacTBa aBTOMAaTM3MPOBAHHOM
06paboTKM NepcoHanbHbIX AaHHbIX, B PE3y/bTaTe KOTOPOro MOXeT BbITb HapyLeHo
NX GYHKUMOHMPOBAHME;

I') BO3MOMXHOCTb He3amen/IMTENbHOINo BOCCTAHOB/IEHUA MNEPCOHaNbHbIX [aHHBbIX,
MO,ﬂ,Md}MLLVIpOBaHHbIX Win  YHUYTOXEHHbIX BC/eACTBUE HEeCaHKUMOHUPOBAHHOIO
A40CTyna K HUM,

A) NOCTOAHHbLINA KOHTPO/Ib 32 06ecneyeHnem ypoBHA 3aLLMLLEHHOCTU NepPCOHaNbHbIX
[aHHbIX.

10. Meponpusatna no obecneveHnto 6€30NacHOCTM NEPCOHANbHBIX AaHHbIX MPU UX
obpabotke B MHPOPMAUMOHHBIX - CUCTEMAX BK/OYAIOT B cebs:

a) onpegeneHue yrpo3 6e30nacHOCTU NEpcoHasibHbIX AaHHbIX NpU UX 0bpaboTKe,
dopmupoBaHue Ha nx ocHoBe MOAenu yrpos;

6) pa3paboTKy Ha OCHOBE MOAEAM YrPO3 CUCTEMBI 3aLLMUTbI MEePCOHANbHbIX AAHHBIX,
obecneunBalowen HeWTPanM3auMIo npeanosaraeMbiX Yrpo3 C WMCMNO/Nb30BaHUEM
METOA0B M CrnocoboB 3aluTbl NEPCOHANbHbIX AAHHbIX, MPEAYCMOTPEHHbLIX AN
COOTBETCTBYHLLEIO Knacca MHPOPMALMOHHbIX cucTem;



B) MPOBEPKY FOTOBHOCTU CPEACTB 3aluTbl MHPOPMALMU K WCMONb3OBAHUIO C
COCTaBneHuem 3aKH0YEHU 0 BO3MOMXHOCTU nx aKcnayaTaumm;

r) yCTaHOBKY M BBOJ, B SKCMJ/IyaTaLMIO CPEACTB 3almUTbl MHGOPMALMM B COOTBETCTBMUM
s 3KCNAyaTauMOHHOM " " TeXHU4ecKomn OOKYyMeHTauuen;

A) 0bydeHune 1L, UCMONb3YIOWMX CPeaCTBa 3aliuTbl MHGOPMALWMH, npUmeHaemble B
MHDOPMALMOHHbIX cucTemax, npasuaam paboTbl C HUMMU;

) ydyer npuMeHAEeMbIX CPeACTB 3aluTbl WMHPOPMALMM, IKCMAYATALMOHHON W
TEXHAYECKOW  [JOKYMEHTauMm K HUM, HOCWUTEesNell NepcoHasnbHbIX  AaHHbIX;

) yd4eT MU, [ONyuweHHbIX K paboTe € NepcoHanbHbIMM AaHHbIMKU B
MHbOPMALUMOHHOM cucTeme;

3) KOHTpo/ib 3a cobawaeHuem YC/NIOBMM  MCNONB30BAHUA CPEACTB  3alMThbl
MHboOpMaLmK, npeaycMoTPeHHbIX 3KCNAyaTauMOHHOM W TexXHW4YecKomn
OOKYMeHTaunemn;

M) pa3bupaTenbCTBO U COCTABNEHME 3aK0UEHMIT N0 haKTam HecoB A AeHUSA yCnoBum
XPaHEHUA HOCUTENEeN MNEepCOHasNbHbIX AAHHbIX, WCMONb30BAaHUA CPEACTB 3aLLUTbI
nHbopmaumum, KoTopble MOrYyT MPUBECTU K HAPYWeHMI0 KOHOUAEHLMANbHOCTM
NePCOHas/IbHbIX AAHHBIX UMW APYTUM HAPYLIEHUAM, NTPUBOAALLMM K CHUMEHMIO YPOBHA
3aWMLEHHOCTM MNEepCoHasbHbIX AaHHbIX, pPa3paboTKy M npuHATUE mep no
NPeaoTBPALLEHNIO BO3MOXHbIX OMacHbIX MNOCAeACTBMI NOAOOHbLIX HapyLIeHWN;

K) onucaHue cucTembl 3aLUTBI NnepcoHanbHbIX AaHHbIX.

11. inA pa3paboTKu 1 oCyLL,ecTBNEHMA MeponpuaTHii no obecneyeHunio 6e3onacHocTu
NepCcoHasibHbIX AaHHbIX NPU X 06paboTke B UHPOPMALIMOHHOM CUCTEME HAa3HaYaeTcs
AO/MKHOCTHOE /MU0 (paboTHMK), OTBETCTBEHHbIM 3a obecneyeHue 6e30MacHOCTU
NepcoHasibHbIX T O3aHHbIX.

12. /lnua, poctyn KOTOPbIX K MNEpPCOHaNbHbIM . AaHHbIM, obpabaTbiBaembiM B
MHPOPMALUMOHHOM cUCTemMe, HEOBX0AMM ANA BbINOAHEHWUA CYKEBHbIX (TpypoBbIX)
06A3aHHOCTEN, [O0MNYCKAlOTCA K COOTBETCTBYHOLLMM NepcoHasibHbIM AaHHbIM Ha
OCHOBaHWUM CNUCKa,  YyTBEPXKAEHHOro  pykosoautTenem  obpasosatesibHOro
yuypexXaeHus.

13.  3anpocel = nonb3osateneit MHPOPMALMOHHOM CUCTEMBI Ha  MONyYeHWe
NepCoOHaNbHbIX AAHHbLIX, BK/IKOYAA AWUL, YKasaHHbIX B MNyHKTe 12 HacroAwero



MonoxeHuns, a Takke (GaKTbl NPeAOCTaBAEHUA MNEPCOHA/bHLIX AAHHLIX MO 3TUM
3anpocam perucTpupyroTcs aBTOMaTM3MPOBaHHbLIMU CPEACTBAMU MHPOPMALMOHHON
CUCTEMbBI B 3/1eKTPOHHOM XKypHane obpaweHunid. CoaepskaHue 3/1eKTPOHHOro
KypHana obpalleHnii  nepuoauyecku = MPOBEPAETCA  AOMKHOCTHBIM  JIMLOM
(paboTHMKOM), OTBeTCTBEHHbIM 3a obecnevyeHune 6e30NacHOCTU nepcoHasbHbIX
O3aHHbIX.

14. Tlpn obBHapyXeHWM HapyleHWit nopaaka MpPeaoCTaBAeHUA MNepCoHaNbHbIX
AaHHbIX 0bBpasoBaTesbHOe yupeAeHWe He3amMeaMTeNbHO MPUOCTaHaBAMBaeT
NpesfocTaBNeHne MNepcoHasbHbIX  [AaHHbIX  M0/Ab30BATENAM  MHPOPMALMOHHOM
CUCTEMbI 10  BbLIABNEHWUA MNPUYMH  HaPYWEHUA W YCTPAHEHUA 3TUX MPUYMH.

15. Peanusauus tpebosaHuii no obecnedenuto 6GesonacHocTM uHbOpMaLMM B
CpeacTeax  3aWuTbl  MHPOPMaUMM  BO3NAraeTcA Ha  UX  pa3paboOTYMKOB.

16. K cpeactBam 3awmtbl MHPOPMALMM, NpeAHasHaYeHHbIM ans obecrneyeHus
6e30nacHOCTM nepcoHanbHbIX AaHHbIX Npu UX 06paboTKe B MHDOPMALIMOHHBIX
cucTtemax, npuaaratoTca npasuaa NOSb30BAHUA 3TUMM CPEACTBAMM, COrNACOBAHHbIE C
desepanbHOM CNyK60¥ NO TEXHUYECKOMY M SKCMOPTHOMY KOHTPOIo U DesepanbHol
cnyxbon 6esonacHocTn Poccuiickor deaepaunn B npegenax MxX MOSHOMOYMIA.

M3meHeHne  ycnosui NPUMEHEHUA CPeACTB  3aWmThl nHpopmaumu,
NPeAyCMOTPEHHbIX  YKa3aHHbIMKM  MNpaBWMAamK,  COr1acoBbIBaeTcd € 3TUMM
denepanbHbIMM OpraHamMM UCMONHUTENbHOM BAACTW B Mpeaenax UX MoJHOMOYMNA.

17. Cpeactsa 3awmtbl MHbOpMauUK, npeaHasHadyeHHble AN obecrnedeHus
besonacHoCTM nepcoHanbHbIX AaHHbIX NpU MX 06paboTke B MHOOPMALUOHHBIX
cucTemax, nogsexar  yyety C  WUCNo/b30BaHMEM MWHAEKCOB WM YCIOBHbBIX
HaUMEHOBaHUI M PEerncTpauMoHHbIX HOMEPOB. [lepeyeHb WHOEKCOB, YC0BHbIX
HanMEeHOBaHM1 M PErMCTPaLIMOHHBIX HOMePOB onpeaensaeTca ®esepanbHOM CyKEOM
no TEXHUYECKOMY U IKCMOPTHOMY KOHTPONO U PepepanbHOM cnyxboi besonacHocTu
Poccuitckon ®epepaumum B npegenax ux noJIHOMOYMIA.



